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| am a committed, focused, and organized individual with a creative flair. | consistently
strive for excellence in all situations and possess a strong passion for learning and
continuous improvement. Additionally, | am deeply enthusiastic about cybersecurity
and enjoy solving complex problems through programming.

Professional Experience Academic Education

Smartex — Professional Internship Bachelor’s Degree in Computer Science at FCUP

Smartex — Curricular Internship Project on
“Development and implementing of Cloud Security
Policies for Smartex.ai’s Infrastructure”

Smartex — Summer Internship



https://www.linkedin.com/in/diogo-coelho-544139115/
https://github.com/Co3lho22
https://dcoelho.me/
https://www.smartex.ai/
https://www.smartex.ai/
https://sigarra.up.pt/fcup/en/cur_geral.cur_view?pv_ano_lectivo=2023&pv_curso_id=885
https://www.smartex.ai/

Programming Projects

I don’t have enough space to list all my projects, so other
projects can be accessed on my GitHub page. To delve
deeper into each of the projects mentioned bellow,
please visit my GitHub.

RustC2Forge (Command and Control Server)

RustC2Forge is a Command and Control (C2) server
implemented in Rust, designed for educational purposes.
This initial project in Rust provides basic reverse shell
capabilities.

Key Features:

e Reverse Shell: Executes server commands on the
client.

e Heartbeat: Monitors client connection status.

Technology Used:
e Language: Rust
e  Environment: Unix Systems

pdm-backend (University Project)

A backend for a movie streaming service using Jersey in
java, with MariaDB and Cassandra databases.

Key Features:

e APl Layer: Provides RESTful endpoints for user
authentication and movie streaming.

e DAO Layer: Manages database interactions.

e Model Layer: Contains data entities like Movie,
Genre, and User.

e Utility Layer: Includes utilities such as
DBConnection, JwtUtil, and VideoConverter.

The database structure consists of MariaDB for user data,
movie details, and genres, and Cassandra for movie links.

The workflow covers user authentication (registration,
login, JWTs), movie management (adding, retrieving,
updating  movies), user favorites, streaming
management, role-based access control (RBAC), and
video conversion to HLS format.

Transversal Competencies

XSTF (Extreme Security Task Force)
April 2024 — Present

e  Current, serving as part of the management team.
e  Participate in CTF challenges.

Share-UP - Student Organization
February 2022 - May 2023

e Maintained the main website by implementing
structural changes for various events.

e (Collaborated with talented peers, broadening my
understanding of previously unfamiliar subjects
like business strategy and marketing.

e Played a pivotal role in the Corporate Relations
department, planning and executing events for
companies and universities initiatives.

e Spearheaded a 6-month collaborative project with
CRIAM, a leading healthcare technology firm, to
strategize business and marketing approaches for
their upcoming ventures.

Entrepreneurship in Science and Communication
Pitch at FCUP
February 2022

e Acquired skills in identifying quality research
articles using webofscience.com.

e Studied and applied the business model CANVAS.

e Collaborated on a team pitch, showcasing our
product to academic professionals.

Straight Line Persuasion from Jordan Belfort
July 2021

e Completed an intensive paid course focused on
masting sales techniques, learning how to engage
effectively and close deals with potential clients.

e Adopted impactful strategies to enhance body
language and overall communication.


https://github.com/Co3lho22
https://github.com/Co3lho22/RustC2Forge
https://github.com/Co3lho22/pdm-backend
https://xstf.pt/
https://share-up.pt/index.html

Certificates

Security

| have obtained several entry to mid-level certifications
that showcase my foundational knowledge and growing

expertise in various security domains. These
certifications include:

o TryHackMe - Jr Penetration Tester

o TryHackMe - Introduction to Cyber Security

Learning Path

e IBM - Introduction to Cybersecurity Tools & Cyber
Attacks

o PentesterLab — HTTP Badge

e PentesterLab — PCAP Badge

e PentesterLab — Essential Badge

o  PentesterLab — Unix Badge

o PentesterLab — Introduction Badge

Technical Skills
Programming:

e Have already programmed in Rust, Scala, Golang,
Python, C, Java, Haskell, and Bash scripting.

Linux:

e  Familiar with Linux processes, and terminal
operations.

Cybersecurity:

e Fundamentals of Web app recon, vulnerability
identification, and exploitation fundamentals.

Cloud:

e Have a basic understanding of AWS tools and
services, including AWS RDK, AWS CLI, and cloud
resources such as VPC, SG, and EC2.

e  Have experience working with Google Cloud
services, such as Cloud Storage Buckets and
Compute Engine.

Football
2009-2019

A decade-long engagement with football has honed
my:

e Teamwork

e Communication

e  Responsibility

e Leadership abilities

Languages

e Portuguese: Native language
e  English: Clevel


https://tryhackme-certificates.s3-eu-west-1.amazonaws.com/THM-ILLHX2A5ZW.png
https://tryhackme-certificates.s3-eu-west-1.amazonaws.com/THM-AMPTFPJGZR.png
https://tryhackme-certificates.s3-eu-west-1.amazonaws.com/THM-AMPTFPJGZR.png
https://www.coursera.org/account/accomplishments/records/G6CCWYKN82YW
https://www.coursera.org/account/accomplishments/records/G6CCWYKN82YW
https://pentesterlab.com/badges/http
https://pentesterlab.com/badges/pcap
https://pentesterlab.com/badges/essential
https://pentesterlab.com/badges/unix
https://pentesterlab.com/badges/introduction

